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Abstract 

It has been more than a year since the coronavirus pandemic pushed higher education even more 
towards an online format, along with many of its key-activities involved. When it comes to transitioning 
from conventional face-to-face examination to fully online assessment, the use of e-learning tools such 
as Moodle may bring multiple benefits but they could also raise a lot of concerns.  One of the main 
concerns refers to content leakage, which involves the unauthorized distribution of the exam subjects, 
such as question banks, or sharing the quiz attempts with colleagues. When this happens, it can hinder 
the integrity of the online exams and their unique content, and of course, it will impact grades. There 
could be various causes for content leaks, such as lack of supervision or maybe settings incorrectly 
applied to quizzes. However, these could be some of the contributing factors that are enabling students 
to cheat. In light of the above, the aim of this paper is straightforward: to identify and outline the most 
important and feasible key-measures that could be adopted in order to detect and prevent or (at least 
substantially) decrease cheating during online exams. As we will further see, the real challenge appears 
when it comes to tracking down and grasping cheat scenarios. Fortunately, in this approach, we can 
mix the facilities provided by technologies used in online classes. 

Keywords: Moodle, exam cheating, e-learning 

 

1. INTRODUCTION 
Millions of students around the world are having their education disrupted by the coronavirus 
pandemic (UNESCO, 2021). Learners and teachers haven’t faced this level of disruption in 
generations, but unlike any time in the past, they find out the ability to continue the process of 
education even if it can’t happen in person. In this uncertain environment, empowered by the 
distinctive rise of e-learning, education has changed dramatically, and most of its involved key-
activities are undertaken remotely and on digital platforms. 
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When it comes to transitioning from conventional face-to-face examination to fully online 
assessment, the use of e-learning tools such as Moodle may bring multiple benefits but this could 
also raise a lot of concerns. One of the main concerns refers to academic dishonesty, which involves 
the unauthorized distribution of the exam content, such as question banks, or sharing quiz 
attempts with classmates or with a friend who is more knowledgeable to take the test on behalf of 
a certain student. When this happens, it can hinder the integrity of the online exams and their 
unique content, and of course, it will impact grades. There could be various causes for content 
leaks, such as lack of supervision or maybe settings incorrectly applied to quizzes. However, these 
could be some of the contributing factors that are enabling students to cheat. 

It is not new that academic dishonesty among students is a pressing issue in universities 
(Baran et al., 2020), especially now, when many classes and exams are conducted exclusively 
online. It should not be surprising that, under these circumstances, cheating occurs and is on the 
rise. After all, students, consciously or not, tend to cheat because this is somehow endemic, at the 
root of human nature (Stephens, 2016). It's like a subliminal strategy used to solve problems in day 
to day life.  

Students from contemporary society, driven by their struggle for better jobs, higher wages, 
self-fulfilment (and, of course, financial self-sufficiency) after graduation, often believe that their 
dreams will come true not just by acquiring a degree, but also by getting exceptional grades 
throughout their college career (Choi, 2009; McCabe et al., 2017). This pursuit of the highest 
possible grades challenges students even more, and also puts them under pressure. (McCabe et al., 
2006). Therefore, some of them are more tempted than ever to cheat on exams, especially if they 
are taken in a favourable environment, i.e. online. 

Some studies have identified a strong relationship between academic dishonesty and the 
economic, cultural and societal value-related background (Orosz et al., 2018; Teixeira et al., 2010). 
For instance, some findings pointed out that there is a link between cultural values such as 
collaborative groups and collaborative academic cheating. The figures place Romania among the 
countries where cheating on exams is a common practice (71.8%), while the overall countries 
average is 58.2% (see Figure 1). Other studies (Bucciol et al., 2020) outlines that the probability of 
cheating is lower for students from Scandinavia, North America and the UK, when compared with 
students from East and South Europe, who seems to have a higher cheating tendency (see Figure 2). 
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Notes: Questions: ‘Have you ever copied on test or exam?’ and ‘Have you been asked to help a classmate cheat on exam?’ 
/Answers: ‘Never’ = 0, other frequency measures (e.g. ‘Yes’, ‘Maybe’) = 1 

Source: own processing, based on (Orosz et al., 2018; Teixeira et al., 2010) 

Figure 1 Graphic representation of ‘Self-reported collaborative exam cheating’ data, collected from 
40 countries. 

 

 
Notes: (a) Data collected from Europe. (b) Data collected from countries outside Europe. 

Source: own processing, based on (Bucciol et al., 2020; McCabe, 2016; ICAI, 2015; Miller et al., 2014) 

Figure 2 Graphic representation of exam cheaters data, across Europe and vs. Rest of the World. 
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As for renowned higher institutions, there’s a widespread belief that they have more 
diligence to counter cheating behaviour. However, there are some figures that prove otherwise. 
The research conducted by McCabe (2016), mainly based on data collected from 31 most 
competitive colleges in the U.S., pointed out that careful exam proctoring and honour codes 
reduce cheating rates, even though the concern persist. For instance, Harvard University has 
published information about 125 allegations of exam cheating back in 2012. In 2019, Yale reported 
that 14% from 1400 students involved in a survey confessed having cheated in exams, 24% 
admitted copying answers from classmates, while 26% spotted others cheat. As for Stanford, exam 
cheating incidents are reported every year, especially since the huge scandal back in 2012, when 
an investigation on a large number of students enrolled in a course took place and it was revealed 
that one in five (120 students) were breaking the honour code.  

The high pressure at which students are exposed to get good grades and be intensely 
involved in extracurricular activities pushed them to bend the rules, but after all, what matters the 
most as a trigger for cheating is students’ culture and personal problems (McCabe, 2016). Where 
clear rules regarding integrity does not exist, and where there is a lack of enforcement and 
penalties, cheating behaviour is blooming (Finchilescu et al., 2018; Peled et al., 2019). In this regard, 
developing and implementing an honour code, which is supported by all faculty members and 
clearly explained to students, are important steps in any university (Arnold et al., 2007; Burrus et al., 
2007; Siev et al., 2019; Tatum et al., 2017). 

Anyway, all the studies on the topic of cheating in exams suggests the existence of this 
widespread phenomenon across all universities and countries, and therefore the need for it to be 
mitigated. 

 

2. METHODOLOGY 

2.1. Premises 

The analysis was conducted in the Faculty of Economics and Business Administrations (henceforth 
FEAA), which is one of the largest among the 15 faculties of Alexandru Ioan Cuza University of Iasi, 
Romania, in terms of the number of enrolled students. In order to maintain its identity and be up to 
date with the latest trends and today’s learners needs, the faculty's strategy for delivering online 
knowledge implies using Moodle as a Learning Management System (LMS). Continuing the 
experience of using Blackboard (former faculty’s LMS) from 2009-2017, Moodle has been 
implemented in FEAA since 2018 as an alternative solution for face-to-face activities, and it has 
been used especially for the examination process. This process means conducting midterm and 
final exams, consisting in online quizzes that mainly contain multiple choice questions, true and 
false questions and short answer questions. This implies time-consuming and resource-intensive 
work on the part of teachers. The online quizzes that contain essay questions or other types of 
questions that require creative answers are few and are mainly addressed to the students enrolled 
at master’s level. Due to the coronavirus pandemic and the shift to conducting educational 
activities online only, its use, along with other applications such as Microsoft Teams and the faculty 
portal, has become crucial. When it comes to fully online assessment, Moodle, which is strongly 
supported by a global community of developers, is highly-flexible, feature-rich, configurable, and 
more open to be used on all types of mobile devices than the previous LMS. 

Proficiency in the use of digital technologies tempts some students to apply their 
knowledge for cheating on the exams. Although cheating on exams is wrong, there is a bright side 
to that. After all, juggling with questions and answers is essentially the same as taking notes, and 
once you've have them, you're already more than halfway there. Moreover, to ace all quiz answers 
implies a lot of concentration and creativity that is often more useful to students than the actual 
subject they are cheating in. And while academic honesty is good, it is not hard to see why 
students cheat. Many of them feel overwhelmed by the sheer amount of class-activities. They also 
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feel as though they don’t have the right resources to help them study in a ‘self-pace’ way. With a 
school day that starts at the crack of dawn and ends after several hours of online activities and 
practical-applications, it is not entirely difficult to understand why some students cheat. 

In case of online quizzes, even if you opt-in for cheating-prevention tools such as online 
test-proctoring services (e.g. Examity, Proctorio) (Das, 2021), or for the adoption of punitive 
approaches such as time limits or shuffling the questions, the reality is that the students - worried 
about exam anxiety (Chin, 2020) - will always find out and came up with new and creative ways to 
get around all policing endeavours. 

With the use of modern technologies, the traditional methods of cheating such as crib 
sheets, writing on the hand, submitting another classmate’s test, collaborating in a group, and 
whispering the answers to questions have been left far behind. Nowadays, the students invent and 
create cheating methods that are easier and simpler than ever, some of which are, proven to be 
unbeatable (Gino et al., 2012). 

Based on these existing premises the main objectives of the study are: (a) to conduct an analysis 
of cheating methods used by students when quizzing in Moodle and (b) to identify the counter-measures 
to these cheat scenarios, given as suggestions and recommendations which could be applied. 

 
2.2. Data sample and method 

At the time of data collection (April, 2021, in the 2nd semester of study), FEAA has 7976 active 
students (at bachelor’s, master’s and doctoral level) and 297 on-duty teachers (of whom 132 are full 
professors and 165 are associate teaching staff).  

To gather the necessary data, the methods used in the study are: 

• A structured questionnaire, consisting of 'open-ended response’ questions, as shown in Figure 3, 
and disseminated through the in-person interview method, among FEAA teachers. 

• Qualitative methods consisting in observing the entire cheating process when quizzing: resolving 
of various mock requests made by students and receiving alarming notifications from teachers, 
tracking the similarity of quiz grades, users' logs, and their activity on Moodle. 

After it was designed, the questionnaire was pre-tested and piloted during January 2021 
exams session, on 6 respondents chosen randomly from among faculty teachers. The final sample 
is made up of 124 respondents out of a total of 297 teachers. We focused the questionnaire on 
teachers because students would have been tempted not to admit, not to disclose information, or 
to lie about the subject in question. 

 
Source: own processing  

Figure 3 The structure of the questionnaire used in collecting data about cheating in online quizzes 

The analysis and synthesis of data were performed using MS Excel. 
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2.3. Study limits 

This study has certain limits related to the way of setting up the sample (only teachers in the field 
of economics and business administration were included, from just one university), to the way of 
conducting the interview (face-to-face) and to the way of designing the questionnaire (`open-
ended response` questions only). 

 

3. RESULTS AND DISCUSSIONS 

Out of a total of 297 teachers of FEAA, 124 (41.8%) were interviewed as a sample, with a focus on 
collecting data about quiz-cheating on Moodle during the 2020-2021 midterm and final exams in 
the field of economics and business administration. The teachers in the sample carry out 160 
courses online (each involving two or even three online exams) at bachelor’s and master’s level, 
which cover a total number of 5,580 students. One should take into account, as a particularity and 
also as an influencing factor for cheating behavior, that the student cohorts are less numerous for 
the master’s level (up to 80) than those for the bachelor’s level (up to 230). Therefore, the most 
exposed exams to cheating are those for a large number of students (1st and 2nd year of study, 
bachelor’s level), and also containing multiple-choice questions (the most frequent ones). 

Other useful descriptive data about the respondents are shown in the following figure (see 
Figure 4). 

 
Source: own processing 

Figure 4 Overview of descriptive data about sample 

 

With regard to the interest shown in ensuring the efficiency, reliability and security of the 
online examination process, 108 respondents declare a high-interest (87.1%), while just 16 of them 
declare a low-interest (12.9%). The figures shows higher interest among male teachers (who are 
more tech-savvy and eager to control) than among female teachers. Regarding their involvement 
in the entire learning process - planning, teaching, assessing, full professors are the keenest on 
prevention, detection and countering of exam cheating, mainly because they think that the 
integrity of their courses over time is crucial. 

By following the structure of the questionnaire step by step, the teachers had the possibility to 
list and describe their main issues regarding cheating behavior among students taking the online 
quizzes. On the other hand, this method enabled us to perform a qualitative assessment of the 
respondents’ opinions and suggesstions. The results of processing the data collected has lead to the 
identification of the commonly used methods in Moodle quizzes, as shown in Table 1. The 
identification of cheating students was possible by matching the Moodle user ID with the faculty 
student ID. 
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Table 1 Commonly used cheating methods in Moodle quizzes 

Method used Method description and practices Freq. Rank 

Exchange of 
information between 
classmates, through 
collaborative group 

- Some students form up a group, by getting together in the same room, just for 
collaborating (debating possible answers) while taking the quiz. A third party 
(maybe more knowledgeable on the exam topic)could take part of this group. 

98 4 

Exchange of 
information between 
classmates, through 
online communication 

- Private or group messages: inside Moodle, on Social Media platforms. 120 2 

- By using high-tech undetectable devices: such as tiny Bluetooth earbuds, 
invisible smartwatches, augmented reality glasses, and other wearables that 
might serve on the purpose. 

22 10 

- Screen sharing/mirroring to a classmates: using software such as Team Viewer or 
AnyDesk. 119 3 

Use of unallowed 
resources and 
materials 

- By searching for answers online: Google, Quizlet, Brainy, blogs, forums. 124 1 

- By using education apps (such as Cymath or Brainly) that can help to get the 
automated (or real-person) recommended answers instantly. 21 11 

- By using Virtual Machine software (such as VirtualBox) or ‘virtual’ webcam (such 
as ManyCam). 16 12 

- By using a friend, recruited to take the test on behalf of the student. 40 6 

- By using a smaller laptop placed on the main laptop (to fool the webcam). 11 13 

- By hacking answers: students highlight or copy/paste the multiple-choice answers, then 
run them through an online/local coding software that will detect and mark out them in 
terms of codes (1 and 0 for the correct ones); after that, they return to the quiz webpage 
and make the selection. (This requires technical know-how). 

28 9 

Finding out the 
content of the quiz 

- By using a mock student who can attempt the quiz just in order to see the 
questions, and afterwards sharing them with classmates. 34 8 

- By using a mock attempt of the quiz, followed by addressing false excuses to the 
examinator (such as `Lost connection`, `Power outage`) in order to obtain the 
chance to another attempt. 

82 5 

- By getting in contact with the previous takers of the test (from past promotion or 
attempts). 39 7 

Source: own processing, based on data collected from sample 

 

To counter all possible cheating scenarios when online quizzing, comprehensive measures 
must be taken both by the faculty staff as well as by teachers (see Figure 5). With a bit of creativity 
and using good strategy, there are a few ways that examiners can make use of the features inside 
Moodle, whose quiz engine is flexible, yet powerful. Let us explore them, at a glance: 

• Restrict quizzing window. Set time limits, according to the difficulty of the quiz. Give enough time 
for students who knows the topic, but not too much, so they cannot do the searching. Customize 
timings for students who gained approval to trial the quiz environment. 

• Random and shuffle the questions and the answer options. Store and classify questions in 
categories, from where they could be extracted randomly for each attempt, and also shuffle 
the display of the answer options. Try to maximize the number of questions from a 
question bank, and also allow one quiz attempt only. 

• Mix up several question types. Creating quizzes with multiple choice, true and false, and 
open-ended response questions, will push students to be more creative and write unique 
responses. In case of open-ended questions, use those that require students to be creative 
and demonstrate their knowledge. 

• Set up a practice quiz. A zero point quiz with few questions similar to the real one will 
ensure students to adjust to the environment and to the topic, and also will reduce anxiety. 
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Let the quiz be taken as many times as they like, and display only feedbacks. Also, this 
could be a good strategy for eventually `technical issues`. 

• Set the quiz to show one question per screen and to prohibit backtracking. This settings 
requires students to better focus on questions and force them to give their best answers. 

• Activate Safe Exam Browser or set `Full screen pop-up`. By using an open-source lock-down 
browser, downloading or printing the questions cannot be done at all. Alternatively, the quiz 
could appears in a pop-up window that covers all other apps windows, and keep the student 
`freezed` until submitting the test. To mention that these settings add the hurdles that 
students have to install additional softwares on their devices. 

• Set password as an extra restriction on attempts. 

• Prohibit messaging inside Moodle. 

• Combine assessment methods. Teachers could take into account giving less weight to 
quizzes, then mix them up with assignments and projects, which are more creative and 
require originality. 

 

 
Source: own processing 

Figure 5 Overview of countermeasures to cheating on quizzes 

 

Also, we emphasise a couple of measures outside Moodle: 

• Instate faculty’s honour code. Ask students to acknowledge having read the rules or even 
require them to sign an academic integrity contract prior to taking the quiz (using polling 
or survey features within Moodle). Placing statements (and a link to the faculty’s 
academic integrity policy website) on the cover page or at the beginning of quizzes has 
been shown to reduce cheating among students (Siev et al., 2019; Tatum et al., 2017). 

• Auto/Live online proctoring. Using proctoring software that record test-takers’ head, 
keystroke, eye movements and also audio (voice) during the quiz, or observing students and 
chatting with them in real time are a `next-level` move but may be expensive and 
considered as unreliable by teachers. As a minus for students, taking quizzes under the eye of 
a proctor may have a negative impact on getting good grades or mastering the course. 
(Lieberman, 2018). 

• Set penalties and explain them to students. 
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• Monitoring IP address during a quiz. The teacher could use a Moodle-plugin (or feature, such as 
quiz log) or additional software to identify the student’s IP address (even pinpoint his remote 
location), and tracking down if someone else take the quiz from the same location. 

• Self-authentication. Facial features, fingerprints and identity cards can be used to prevent 
impersonation, but this requires a complex technology, training, and also raises some 
concerns about data security and privacy. 

• Query support. Ensure that students do not face technical or functional issues before, during 
or after an online exam. In case of queries or requests, these should be resolved as soon as 
possible by the teacher. 

• Handle online exam with the help of other tools, such as Microsoft Teams, Zoom, Google 
Meet, and so on, or mix them up with Moodle. 

The students should keep in mind that cheating attempts during quizzes can affect more or 
less their grades as well as lead to more serious penalties such as suspension from studies. 

 

4. CONCLUSIONS 
Although many cheaters tend to view cheating as a victimless crime or a 'no big deal 
phenomenon', this problem leads to undesirable consequences for both students and the 
educational system. Especially during this period of uncertainty caused by the coronavirus 
pandemic, it remains a concern for the higher education institutions, pushed to move almost 
completely online. Academic integrity is much more than avoiding dishonest practices such as 
cheating on quizzes or plagiarizing. It implies focusing on doing things in a proper manner, good 
skills, individual effort and engagement in the entire process of learning.  

As a result of turning learning into e-learning, all of the teachers are not only expected to 
have a complete understanding of their topics, but they are also required to be - at least partially - 
skilled in new ways of teaching ((Chikasanda et al., 2013; Tschida et al., 2016), and particularly in 
online quizz designing (Romeu Fontanillas et al., 2016). Therefore, this big shift affects the beliefs, 
experiences and roles of the teachers (Coppola et al., 2001; McQuiggan, 2007; Redmond, 2011), and 
challenges them to face important (even difficult, for some) transformations in order to gain new 
tech skills (Boon, 2015; Salmon, 2011). We could speak out about a new species: 'tech savvy 
teacher'.  

On the other hand, prevention, detection and countering of exam cheating is like a task 
because accreditation groups (moved by government regulators) demand that faculties (and 
examiners) `do something` to verify the identity of online students, and take action on all possible 
levels: technological, institutional and psychological. 

When it comes to online exams, the present study identified some limitations to take into 
consideration: 

• Technical failure. If something goes out of control (lost connection, device crashes or power 
outage), there is no backup for taking the exam in an alternate way. 

• Anxiety and stress. Using proctoring could enhance anxiety among overwhelmed students. 

• Privilege issues. Students may not have the right permissions (or don’t know how) to install 
some required software on their devices. 

When it comes to interpreting the results, the study also presents some limitations that 
should be considered: 

• Study domain. The results suggest that cheating on exams among economics students is 
frequent enough to draw special attention on the matter. We intend to continue the 
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research by performing a cross-domain analysis in which to include a higher number of 
faculties and even universities.. 

• Only cheating on one type of online exam was analysed - the quiz. Despite being the most 
widely used online exam method when dealing with a large number of students, it would 
be interesting to analyse the cheating scenarios (namely plagiarism) on other types of 
assessments, such as the case of essays, assignments and individual or group projects. 

The current study shows the ongoing concerns on discouraging fraudulent attempts on 
exams, as a consequence of conducting them fully online (especially within today’s context). As the 
study results shows, the cheating methods identified are numerous and permanently developing. 
Nonetheless, from now on, almost all the assessments should be monitored using remote 
proctoring softwares and Artificial Intelligence-powered algorithms. The main goal here is to aid 
faculties to conduct online exams in a cheating-free environment. This will be not only a real 
challenge, but also a great opportunity for stakeholders to completely open up and adapt to the 
fact that fully online learning became the new normal in education. 
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